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Impacts 
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	
	X
	

	No
	X
	
	X
	
	X

	Don't know
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … {Tick one box. "Feature / Building Block / Work Task" form a hierarchical structure. E.g. no Building Block can be proposed without a corresponding parent Feature. The full structure of all existing Work Items is shown in the 3GPP Work Plan in ftp://ftp.3gpp.org/Information/WORK_PLAN } 
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
{Not applicable for Feature nor for a Study Item}
{For a Building Block: list here the parent Feature }
{For a Work Task: list here the parent Building Block }
	Parent Work Items 

	Unique ID
	Title

	
	


2.3
Other related Work Items and dependencies
{List here other Work Items which relate to the proposed one, such as preceding SI or a preceding WI (e.g. if further enhancing a feature).}

	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	

	
	
	


3
Justification

The procedure for secondary authentication/authorization by a DN-AAA server during the establishment of a PDU Session is described clause 4.6.6 of TS 23.501 and in clause 4.3.2.3 of TS 23.502.

In the “Reply LS on Secondary AUTH for 5GS interworking with EPS”, S2-2101305, SA2 wrote: “EAP based secondary authorization/ authentication has only been defined for 5GS and is thus not applicable to EPS in existing releases. SA2 expects that in case EAP based secondary authorization/ authentication is to be introduced in EPS it would require a new work item in SA2.”
23.502 reads (clause 4.11.0a.7)

In this version of the specification, secondary authentication with a DN-AAA server, as specified in clause 4.3.2.3, is not supported when the UE is in EPS. Secondary authorization (without authentication of the UE) with a DN-AAA server, as specified in clause 4.3.2.3, is supported when the UE is in EPS.

NOTE 1:
This implies that when data connectivity to the DN is initiated as a PDU session over 5GC it can be subject to EAP based secondary authentication mechanism (see TS 33.501 [15]) whereas, when data connectivity to the same DN is initiated as a PDN connection over EPC it cannot be subject to EAP based secondary authentication mechanism. This discrepancy occurs regardless of whether the data connection is later on moved between EPC and 5GC. 

For data connectivity to a DN that should be available on both EPS and 5GS, the applicability of secondary DN Authentication should not depend on whether the data connectivity to the DN has been established over EPS or has been established over 5GS.
Some EAP based authentication mechanisms (e.g. EAP TLS) require multiple round trips ‘exchange of EAP signaling) between the UE and the DN AAA server; Thus, in order not to limit the usage of authentication mechanisms used in the DN (e.g. for a corporate) it is needed to support multiple EAP round trips between the UE and the DN AAA server.

Thus, support of EAP based secondary authentication mechanism in EPC interworking is a gap of pre R18 3GPP that this WID aims at solving.

R17 work on UAS (TS 23.256 Figure 5.2.3.3-1) introduced UAS authentication & authorization at SM level (called UUAA) over 5GC and over EPC. As UUAA at SM level and secondary DN authentication & authorization are similar procedures both procedures should be, where possible, aligned.
4
Objective

The following aspects will be specified:

-
the support of secondary DN Authentication and authorization in EPC (interworking) cases.
The specified solution will support multiple EAP round trips between the UE and the DN AAA server.
The specified solution will be based on the “option 2” specified for UUAA at SM level over EPC defined in TS 23.256. 

1TU(s) are foreseen to complete this work.
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks


{Note 1: Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.}
{Note 2: The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".}
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	23.501
	support of secondary DN Authentication and authorization in EPC (interworking) cases
	SA#97
	Avoid creating a too early R18 version of the TS

	23.502
	support of secondary DN Authentication and authorization in EPC (interworking) cases
	SA#97
	Avoid creating a too early R18 version of the TS


6
Work item Rapporteur(s)
Laurent.thiebaut@nokia.com
7
Work item leadership

SA2
8
Aspects that involve other WGs
SA3 for security aspects.
9
Supporting Individual Members 
	Supporting IM name

	Nokia

	Nokia Shanghai Bell

	

	

	

	

	

	

	

	

	

	

	


